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Telluride Wireless loT Gateway

he idea of smart cities, smart buildings, and smart homes as a way to use the latest
Ttechnologies to achieve a multitude of benefits has been explored for several
decades. Smart-city concepts and technologies are now becoming part of the planning,
management and operation of urban areas throughout the world. In this white paper, we
propose a project to adapt smart-city concepts and technologies, the Internet of Things
(loT) in particular, to our small mountain community without needing to make a big, up-
front investment. The proposed Telluride Wireless loT Gateway (TWIG) will enable our
community to begin to explore ways in which we can benefit from smart-city, smart-
building and smart-home concepts. The goal is to help our community realize the
benefits provided by these concepts, including ways to address environmental
challenges and become more climate resilient. TWIG can also help lay the foundation for
a larger Telluride Smart-Community Initiative, under which our town can become a
showcase for new concepts and technologies adapted to small mountain communities.

Background

In this section, we present background information in three areas associated with the
proposed Telluride Wireless IoT Gateway. The Telluride Environmental Science and
Engineering Laboratory (TESEL) has an extensive digital library that includes many books,
articles and technical publications on these topics. Appendix | provides additional
information on TWIG technologies.

Smart Cities, Smart Buildings, Smart Homes

A smart city is a concept that refers to the use of advanced technology and data-driven
solutions to improve the quality of life for citizens while also increasing the efficiency and
sustainability of urban services and infrastructure. The goal of a smart city (and of smart
buildings and smart homes) is to leverage technology to create an ecosystem that is
more responsive, efficient, environmentally friendly, and resilient. Some examples of
smart city applications include intelligent transportation systems that optimize traffic
flow, smart grids that reduce energy consumption, and public safety systems that use
sensors and analytics to detect and respond to emergencies. The concept of a smart city
also includes citizen engagement through digital platforms and the use of data to make
more informed decisions about urban planning and resource allocation.
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The benefits of a smart city can be significant and wide-ranging. Some of the key
benefits claimed for smart cities include improved services, increased efficiency,
enhanced sustainability, increased opportunities for economic development, better
planning and decision-making, and increased citizen participation. These benefits can
lead to a more livable, sustainable, and prosperous urban environment for all citizens.
With regard to smaller communities such as Telluride, | believe the degree to which
smart-city concepts can deliver these same benefits is still an open question that needs
to be thoughtfully explored.

Smart cities are based on a range of technologies that enable the collection, analysis, and
use of data to improve urban services and infrastructure. The key technology associated
with smart cities is the Internet of Things (loT). loT refers to the network of connected
devices and sensors (things) that can collect and transmit data in real-time. In a smart
city, loT devices can be used to monitor and manage variables such as traffic flow, energy
consumption, air quality, local weather events, and the status of public utilities and
services. Other technologies associated with smart cities include big-data analytics,
artificial intelligence, cloud computing, mobile and wireless technologies and blockchain.

The Internet of Things

The Internet of Things is a network of physical objects, devices, vehicles, buildings, and
other items embedded with sensors, software, and connectivity, that enable them to
collect and exchange data with each other and with other systems over the internet. The
loT can be thought of as a vast, interconnected network of objects and systems that can
communicate with each other, analyze data, and automate processes, leading to benefits
such as those mentioned above. [oT wireless sensor nodes typically make simple
measurements at regular time intervals and transmit data to an loT gateway as required.
loT devices do not include things like still cameras, video cameras, or audio
microphones. The loT has a wide range of applications across industries, from smart
homes and cities to healthcare, manufacturing, transportation and energy.

Key features of the Internet of Things include pervasive connectivity and data collection
to enable data analysis, insight into complex processes, and informed decision making.
This then enables optimization and automation of processes and systems, reducing the
need for human intervention and improving efficiency, productivity, and safety. Benefits
attributed to the loT include automation of processes and systems, cost savings,
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improved safety and security, and informed decision making and planning. The loT has
the potential to transform the way we live and work, enabling more connected, efficient
and sustainable systems and processes.

Community Makerspaces

A community makerspace is a collaborative workspace where people from the local
community can come together to create, invent, and learn. It provides access to tools,
equipment, and resources that may not be easily available to individuals on their own,
and creates a supportive community of people with a shared interest in making things
and solving problems. Community makerspaces also support small businesses, not-for-
profit organizations, community groups, schools and entrepreneurs by providing
resources and fostering collaborative relationships.

Projects done in community makerspaces can vary widely, depending on the interests
and skills of the people involved. However, projects generally have a common basis in an
interest in using science, technology, engineering and mathematics (STEM) to build,
create and explore. Projects often mature into solutions to problems of interest to the
local community. Projects frequently undertaken in makerspaces build upon the latest
developments in electronics, mechatronics, electrical engineering, mechanical
engineering, computer science, robotics, radio communications, scientific instruments,
and physical prototyping (3-D printing, metal machining, etc.).

Makerspaces often host workshops, classes, and events to help people learn new skills
and techniques, and to build community among the makers. Recent research has shown
conclusively that community makerspaces can provide a valuable resource for citizens to
come together to learn, create, innovate and solve practical problems.
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Telluride Wireless loT Gateway

The idea for a Telluride Wireless loT Gateway resulted from a TESEL study that looked at
adapting smart-city, smart-building and smart-home concepts and technologies to a
small mountain community. The primary goal of this study was to assess the feasibility of
using loT technologies to help our community address climate resilience, sustainable
operation and development, and environmental monitoring in a comprehensive way. This
study built upon the TESEL Sensitive Wetlands Assessment and Monitoring Program
(SWAMP), which also uses loT technologies to enable near-real-time field data collection
and monitoring. In addition to the environmental science benefits, the climate resilience
and sustainability objectives of TWIG are intended to help achieve benefits such as

more efficient use of resources across the community,

improved public services,

improved safety and security,

high-quality data for decision making and sustainable resource planning,

enhanced citizen engagement, and

greater opportunities for entrepreneurship and economic development.

TWIG Technology and Use-Case Examples

The specific technology we propose for TWIG is called LoRaWAN. LoRaWAN (Long Range
Wide Area Network) is a low-power, wide-area-network protocol designed for wireless
communication for low-data-rate loT devices. It operates in an ISM frequency band,
which means that it can be used without the need for any licensing from the FCC.
LoRaWAN offers long-range wireless communication with low power consumption,
making it suitable for a wide range of smart-city applications, such as environmental
monitoring, asset tracking, smart transportation systems, and utility monitoring/control.
Simple, low-power wireless sensor nodes use LoRaWAN to send data to the TWIG, which
then moves that data to a secure, cloud-based data repository for analysis and other
operations. See Appendix | for more information on LoRaWAN and related topics.

To make the TWIG idea more clear, here are several simple examples of specific use cases
for TWIG:

® A business owner places a temperature and humidity sensor node in their building

so they an monitor conditions while they are away from town during the off season,
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In all

Telluride Town Park places ultrasonic trip sensors at different trailheads to monitor
hiking traffic patterns in high-use areas,

An environmental non-profit organization places water-level sensor nodes in key
drainage areas to assess changes in runoff and associated hydrological impacts,
The operator of an outdoor venue installs an loT weather station so she can have
accurate and timely information on conditions at that venue,

The operators of SMART use TWIG nodes with GPS sensors to collect bus-
movement data to design routes and schedules for greater efficiency,

A high-school student checks out a TWIG wireless sensor node from the Wilkinson
Public Library and adds a redox (oxidation-reduction potential) sensor to collect
data on soil changes as a function of weather for a science fair project,

A home owner with bad water pipes puts a $20 moisture sensor node in his boiler
room so he can get an immediate alert via text message if a leak occurs,

A Telluride Agrovoltaic Community Garden uses TWIG to enable real-time
monitoring and control of multiple variables associated with the endeavor,

A resident checks out a TWIG GPS dog collar from the Wilkinson Public Library so
he can track his guest’s bad dog, who tends to escape and run away, and

An entrepreneur wants to start a business to process local waste products into
sustainable building materials using fungal decomposition and the inherent
strength of mycelial networks. The careful monitoring of fungal growth that is
required is easily provided using TWIG and custom loT sensor nodes.

cases, the sensor data is readily available through an loT dashboard that can be

easily and securely accessed over the internet from a computer, tablet or smart phone.

TWIG Phase | — Valley Floor to Town Park with a Single loT Gateway

TWIG Phase | is designed as a small project requiring only a small monetary investment
(around $5k for the basic hardware and some additional funding to support the students
who will help execute the project). The basic idea is to install and operate a single
LoRaWAN IloT Gateway in a central location on Colorado Avenue. In the next section we
present a draft plan for TWIG Phase I. We believe this small investment can potentially
provide significant benefits, such as:

Enabling the exploration of smart-city and smart-building concepts adapted
specifically to Telluride,
Promoting community engagement — Anyone can use TWIG for free,
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- Government offices, business owners, home owners, renters, students, citizen
scientists, visitors
- Check out a TWIG sensor node at the Wilkinson Public Library and monitor your
{fill in the blank}
® Providing a foundation for establishing a Telluride Community Makerspace (TCM),
= Students and adults with an interest in STEM can build and deploy sensor nodes
for experimentation and to solve problems of interest,
® Promoting community STEM projects directed at climate resilience, sustainable
development, and environmental projects, and
® Providing a resource for our environmental nonprofits and other organizations.
- Telluride Institute, Pinhead Institute, EcoAction Partners, San Miguel Watershed
Coalition, Sheep Mountain Alliance, Mountain Studies Institute, schools, ...

TWIG will also provide cost-effective data transport for near-real-time environmental
monitoring, such as is being developed by TESEL for SWAMP and other projects. This will
allow our community to better monitor and manage forests, streams, rivers, wetlands and
sensitive habitats.

TWIG Phase | will enable our community to begin to explore ways in which we can benefit
from smart-city, smart-building and smart-home concepts. Based on the results from that
exploration, it is anticipated that other phases will follow that deploy customized forms of
TWIG to address specific needs and applications.

El / TESEL /15 April 2023 6



Telluride Wireless loT Gateway

TWIG Phase-1 Draft Plan

In this section we outline a Draft Plan for TWIG Phase I. The five elements of this plan are
briefly described below. TWIG Phase | will benefit greatly from the participation of
several enthusiastic high-school students, so student engagement is built into the plan.

1. Select and Procure the TWIG Hardware

The items that need to be selected and purchased for TWIG Phase | are:
® A LoRaWAN loT Gateway
® | oRaWAN Gateway, power supply, LoRaWAN antenna, miscellaneous cabling
® Supporting Hardware for Gateway Installation and Operation
® F.g., an uninterruptible power supply (UPS), an Ethernet switch, a Raspberry Pi
single-board computer to support operation, miscellaneous cabling and other
installation hardware, some backup hardware, and an enclosure for the gateway
® A variety of sensor and actuator (control) nodes for initial testing and
demonstration
® A number of basic wireless sensor nodes to measure things like temperature,
humidity, light level, carbon monoxide level, air quality (particulates), pH, soil
moisture, etc.
® Several more-capable wireless nodes to perform functions such as measuring
water flow rate, monitoring a trailhead using an ultrasonic trip sensor, detecting
avalanches, measuring sound/noise level, or monitoring building HVAC system
operation.

The up-front cost for the hardware listed above is estimated to be around $5k. Wireless
sensor nodes that are battery powered and have simple sensors cost in the ballpark of
$25-$50 each, so many different types of sensors can be tested and demonstrated. The
size of the enclosure that will contain all equipment for the gateway is less than a few
cubic feet. Gateway power consumption is low (less than 100 watts) and it requires no
connections other than i) AC power input, ii) a wired connection to the internet, and iii) an
RF cable going to a rooftop location for the LoRaWAN antenna.

There are no licensing fees, monthly charges, or other operating costs other than AC
power and (hopefully) some funding for students to support the project.
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2. Install the TWIG Hardware

The TWIG would ideally be installed on the top floor of a building along Colorado Avenue
(or possibly at a location overlooking town). The small TWIG enclosure can be placed in a
closet, under a desk, on a table, or almost anywhere. Roof access is desirable so the
LoRaWAN antenna is high and in the clear for optimal coverage from Town Park to the
Valley Floor. AC power and a wired internet connection need to be available at the
installation location. No special cooling or other services are required. Labor for gateway
installation is expected to be free or at a minimal cost (this assumes volunteer help along
with some high-school students).

3. Configure/Test TWIG and Demonstrate TWIG Operation

An initial baseline loT service and data display will be set up specifically for TWIG using a
free loT environment, such as The Things Network (TTN), Helium HNT, or ChirpStack.
Once this is set up, the wireless sensor and actuator (control) nodes will be placed
around town for demonstration of the TWIG capability and functionality. This will provide
a baseline to build upon for specific applications and to explore possibilities.

4. Perform TWIG Outreach and Education

| propose to work with the Wilkinson Public Library (WPL) to provide outreach and
education for TWIG. Public presentations and demonstrations for government people,
business owners, home owners, STEM techies, students and others will be coordinated
and hosted through the WPL. At some point, we can make wireless sensor and actuator
(control) nodes available for loan through the WPL.

5. Support the Establishment of a Telluride Community Makerspace

Part of TWIG outreach and education will include work to solicit support for a Telluride
Community Makerspace. As TWIG capability and functionality become better understood
by members of the community, we will work with interested people to support the
development and application of TWIG wireless sensor nodes for their specific
application(s). As part of this, we will encourage collaboration with others throughout the
development process and build support for a community makerspace.
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Appendix] — TWIG Technologies

TWIG is intended to help Telluride become a leader in adapting and applying new
concepts and technologies to small mountain communities to help address
environmental, climate-resilience and other challenges. For the past six years, work done
by TESEL has included the development of sensors and wireless sensor networks for
continuous, in situ environmental monitoring. SWAMP is an example of one TESEL
program using these technologies to address the need for high-performance
environmental monitoring. LoRaWAN and the diversity of low-power sensors and devices
are key technologies that make projects such as SWAMP and TWIG possible. Below we
provide some additional information on a few key technologies.

loT Sensors, Actuators, Devices and Gateways

The Internet of Things relies on a wide range of sensors, actuators and electronic devices

to create the wireless nodes that collect, process and transmit data. Key components

are:

® Sensors: Sensors are used to measure various physical parameters such as
temperature, humidity, light, sound, pressure, and movement. loT sensors are often
small, low-power, and wireless, and can be integrated into a wide range of devices and
systems.

® Actuators: Actuators are used to control and manipulate physical systems based on
the data collected by sensors. Examples of actuators include motors, valves, and
switches.

® JoT Devices: |oT devices are specialized hardware designed to perform specific
functions in an loT system. Examples of loT devices include smart home appliances,
devices that control lighting and other functions in homes and businesses, industrial
sensors, devices that monitor parking areas, and wireless scientific-data sensors.

® Wireless IoT Gateways: Wireless gateways are used to connect loT devices to the
internet and other networks. Examples of wireless gateways include Wi-Fi access
points, Cellular 4G and 5G loT gateways, and LoRaWAN gateways.

® Microcontrollers: Microcontrollers are used to provide the computational functions
necessary to run loT devices and sensors. They are low-power processors optimized
for specific tasks, such as analog data acquisition, digital data manipulation, simple
processing, actuator control, and wireless data transfer.
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® Wireless Communication Protocols: Communication protocols enable communication
between loT devices (e.g., wireless sensor nodes) and wireless basestations, access
points and gateways. Examples of wireless communication protocols for loT
applications include Cellular 5G loT, Narrowband loT (NB-loT), Wi-Fi, Bluetooth, Zigbee,
SigFox, WiFi HaLow and LoRaWAN.

The combination of sensors, actuators, IoT devices, and wireless loT gateways enables
loT functionality to collect, process, and transmit data in real-time, enabling a wide range
of applications and use cases.

Wireless Sensor Networks and LoRaWAN

The technologies associated with TWIG fall within the domain of wireless sensor networks
(WSNs). A wireless loT gateway is a physical device that connects wireless loT devices
(nodes) to the internet (the “cloud”). Gateways serve as access portals to give individual
loT devices access to the internet. That way WSN data from a group of devices can be
brought together and used for specific applications. In the case of TWIG, the wireless
standard being proposed is LoRaWAN. LoRaWAN is an open standard, which means that
it can be used by any device or network operator. This makes it a flexible and cost-
effective solution for smart city applications, as it allows for the use of a wide range of
devices from different manufacturers. (If higher data rates be desired, WiFi HalLow is
another standard that can be used. TESEL is also working with WiFi HaLow.)

A key advantage of LoRaWAN is its long-range capability. This enables devices (e.g.,
battery-powered sensor nodes) to transmit data reliably over several kilometers. This
makes it ideal for smart-city applications, where sensors and other devices need to be
deployed over wide areas. LoRaWAN also supports bi-directional communication, which
means that devices can both send and receive data, allowing for two-way communication
between the sensor nodes and the application server.

Another key advantage of LoRaWAN is low power consumption. Simple LoRaWAN
devices can typically operate on battery power alone for a year or more. This makes
them suitable for use in applications where regular maintenance and battery replacement
is not practical. LoRaWAN also supports adaptive data rate (ADR), which adjusts the data
transmission rate based on signal strength and distance between the device and the
gateway, further reducing power consumption.
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Several manufacturers and distributors provide LoRaWAN components, basestations,
wireless sensor nodes, |1oT gateways, and other devices appropriate for a smart city,
smart building, or smart home. These include:

® Semtech:  Semtech developed the LoRa wireless communication protocol and
implemented LoRa in hardware (integrated circuits). They provide a range of LoRa/
LoRaWAN chips, modules, and development kits suitable for building loT devices.

® The Things Industries: The Things Industries provides end-to-end LoRaWAN solutions,
including wireless loT gateways, network servers, and management software, for smart
cities and other loT applications.

® Kerlink:  Kerlink provides a range of LoRaWAN gateways, sensors, and network
management software for smart city applications.

® | aird Connectivity: Laird Connectivity provides a range of LoRaWAN modules, sensors,
and gateways suitable for smart building and industrial loT applications.

® Adeunis: Adeunis provides a range of LoRaWAN sensors and gateways suitable for
smart-city, smart-building, and smart-home applications.

® Dragino: Dragino provides a range of LoRaWAN gateways, sensors, and development
kits suitable for smart city and other loT applications.

It is worth noting that many other companies also offer LoRaWAN devices and solutions.
The market for LoRaWAN devices is rapidly expanding and there is a large and vibrant
maker and hobby market as well.

Resources and Services for loT Data Management, Data Display and
Application Development

A large variety of customizable resources and services are available for backend
functions that take loT-device data and address specific applications. Besides loT
environments such as The Things Network (TTN), Helium HNT, or ChirpStack; there are
numerous other software tools and related resources that make it possible to develop
custom solutions for specific applications. A range of options for data security and
sharing data through “data-display dashboards” are also available. For TWIG Phase |, only
simple resources and services are required. However, if motivated people find value in
the Telluride Wireless loT Gateway, then it is reasonable to expect that Telluride-specific
custom solutions will emerge.
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